Results of the SPP ICS

Charging and Accounting Technology
for the Internet

Burkhard Stillerﬁ, Torsten Braunz, Bernhard Plattner6, Roland
Balmerz, Florian BaumgartnerZ,David Billard' , Gabriel Dermlerg,
George Fankhauser®, Noria Foukia', Manuel Giinter?, Ibrahim
Khalilz, Helmut Kneer", Simon Leinens, Christian Matt* , Peter
Reichl6, David Schweikert6, Nathalie Weilerﬁ, Urs Zurﬂuh6
1 Centre Universitaire d’Informatique CUI, University of Geneva; 2
Computer Networks and Distributed Systems, Institute of Computer
Science and Applied Mathematics IAM, University of Berne; 3 IBM
Research Laboratory, Ziirich; 4 Institut fiir Informatik, University of
Ziirich; 5 SWITCH, Ziirich; 6 Computer Engineering and Networks
Laboratory TIK, ETH Ziirich

SPP ICS Electronic Commerce
Projects, “CAPIV — Charging and
Accounting Protocols in the Inter-
net and in Virtual Private
Networks” No. 5003-54559/1 and
“MEDeB — Management, Evalua-
tion, Demonstrators, and Business
Models” No. 5003-54560/1

1. Project Objectives

The objectives of the CATI
project (Charging and Accounting
Technology for the Internet),
consisting of CAPIV (Charging
and Accounting Protocols in the
Internet and in Virtual Private
Networks) and MEDeB (Manage-
ment, Evaluation, Demonstrators,
and Business Models), include the
design, implementation, and eval-
uation of charging and accounting
mechanisms for Internet services
and Virtual Private Networks
(VPN). They develop the enabling
technology support for open,
Internet-based Electronic Com-
merce platforms. Their main com-
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ponents encompass usage-based
transport service charging
methods of high-quality Internet
transport services as well as
methods for advanced and flexible
configurations of VPNs. To
complete a real-world applicable
solution, security-relevant and
trust-related issues in charging,
accounting, and billing processes
are integrated. Furthermore, the
investigation and development of
pricing and cost models for Inter-
net services is performed to obtain
practical experiences in incentive-
compatible  dynamic  pricing
models. This work is comple-
mented by important application
scenarios, such as an Internet
telephony application as well as
an Electronic Commerce scenar-
io, in order to demonstrate the
applicability and efficiency of the
developed approaches.
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Fig. 1: Technical Structure of CATI
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2. Problem Overview

For enabling high-quality Inter-
net transport by economic incen-
tives for E-Commerce scenarios, a
set of charging, accounting, and
management mechanisms for
value-added Internet services are
required. While starting with an
approach based on the Integrated
Services Architecture (IntServ),
the project has laid recently a
stronger focus on the Differentiat-
ed Services Architecture (Diff-
Serv) as well. The IntServ
approach utilizes known signal-
ling protocols, such as the
Resource Reservation Protocol
RSVP, whose extension to carry
charging relevant data within the
networks on a per-flow basis is
adequate. For the DiffServ
approach an appropriate signal-
ling approach is under develop-
ment, which considers the Diff-
Serv Bandwidth Brokers as well
as Service Level Agreements
(SLA) as important components
for a charging solution. In addi-
tion the DiffServ/IntServ inter-
operability is envisioned to be
able to support multi-provider
scenarios in a much stronger
focus. The development of a
common technical concept has
been performed, in which all
project tasks are integrated, where
the design and implementation of
VPN management functions
consider many DiffServ-related
issues as prerequisites for future
systems.

In due course, besides these
important technological develop-
ments, business cases are consid-
ered jointly. They include the ba-
sics of packet-based networks,
where the Internet determines the
most prominent example, and are
currently focussed on a flow-
based approach of selling com-
munication services. One of the
major factors allowing the selling
of these services is a set of appro-
priate pricing models. Finally,
business views are backed by a
security and trust model, which
currently allows for the descrip-
tion of basic roles and relation-
ships between participants in an
e-commerce scenario and relate it
to the technical networking envi-
ronment.

3. Technical Areas

Within the CATI project, a
number of intermediate results
have been achieved. The basic
CATI scenario and architecture
have been described, delimiting
an overall framework for detailed
design and implementation issues.
They cover the role of Quality-of-
Service (QoS) provisioning and
that of VPN usage by introducing
the roles of customers, Internet
Service Providers (ISP), and
financial institutions. Signaling
issues for IntServ, DiffServ, and
their combination are integrated,
which is demonstrated by an IP -
telephony application as well as in
an e-commerce scenario. The
aspects of multiprovider models
have been taken care of explicitly
by the description of SLAs, their
negotiation, their trading, and
their scopes. A general graphical
user interface for Internet applica-
tions utilizing the charging
extensions has been implemented.
It covers to a great extent services
and QoS requirement specifica-
tions as well as payment system-
related informations. An overview
of the combined technical areas of
CATI is depicted in Figure 1.

3.1 Internet Access Domain

The IntServ model of the Inter-
net Engineering Task Force
(IETF) based on RFC 1633 has
been extended with charging and
accounting mechanisms by defin-
ing new RSVP (RFCs 2205/2206)
objects and performing first
implementation steps. At this
point the close cooperation with
the SNF MicPay project needs to
be stated, where an electronic
micro-payment scheme has been
developed and its requirements
have been designed and partly
implemented by new RSVP
objects within the same CATI
implementation.

3.2 Internet Core Domain

For the VPN management
tasks, the QoS-enabled, secure,
and Internet-based VPN manage-
ment system’s design has been
implemented. It encompasses for
QoS mechanisms the DiffServ
model (RFCs 2474/5 and 2597/8)
and maps fine-grained IntServ
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mechanisms onto Differentiated
Services. These areas determine
success issues for VPN provision-
ing in todays Internet services
market, since VPNs determine a
cost-sensitive  alternative  for
leased lines or frame relay
networks. While supporting a
multi-provider ~ scenario,  the
following tasks are provided:
charging and accounting between
customers and peer providers as
well as automatic service negotia-
tion, establishment, and mainte-
nance based on a service configu-
ration interface for customers, a
RSVP/DiffServ-Gateway.  This
goal is achieved by a generaliza-
tion of the Bandwidth Broker
concept of DiffServ, introducing a
broker hierarchy of services. The
services implemented for CATI
encompass QoS and VPN support.

3.3 Pricing Internet Services

The design of Internet services
pricing models and its evaluation
are in progress. The design is
based on the classification of
related work and an identified set
of dimensions, such as service
categories, pricing components,
and charging parameters. A newly
developed  approach  CHiPS
(Connection-Holder-is-Preferred
Scheme) proposes an auction
model for dynamic price determi-
nations in an incentive-compatible
fashion. CHiPS solves the
problem of synchronization issues
of auctions between multiple
ISPs, which originally is due to
characteristics of the Delta
Auction for continuously per-
forming auctions. Therefore, the
smart market approach is applica-
ble to Internet packet flows, e.g.,
determined by explicitly reserved
flows via RSVP. Furthermore,
investigations on the optimality
problem of prices for dynamic
volume-based multi-class traffic
prices are in progress. The ISP’s
point of view on pricing models in
practice has been documented as
well as a discussion on cost recov-
ery schemes in a business environ-
ment.

3.4 Trust and Security Model
Since the transfer of charging
information in an open Internet

requires securing actions, a secu-
rity model as well as a trust model
have been developed. The trust
model is applicable in a general-
ized e-Commerce scenario, where
end-users, ISPs, payment provid-
ers, and a Public Key Infrastruc-
ture (PKI) determine the roles.
Appropriate trust relationships be-
tween these roles are defined,
taking into account common busi-
ness practices and available proto-
cols. Afterwards, this general
model is directly applied to the IP
telephony application scenario,
which in turn cooperates with the
MicPay project for the develop-
ment of a micro-payment scheme.
Work in the security domain
considers, amongst others, the IP
Security approach (RFC 2401-12)
as well. The developed security
architecture  distinguishes be-
tween data flows and control flows
and formulates three views. The
reservation view involves the end-
user (customer) and the closest
ISP (access ISP). The service
view determines an end-to-end
relation between two customers
and the intermediate ISPs. Finally,
the clearing view encompasses the
information exchange between
the payee and the payer (either of
the above defined roles), which
depends on the payment scheme
utilized. All of these views are
based on the designed phases in
the business model.

3.5 Business Model

Based on the technical necessi-
ty of roles and relationships, simi-
lar to the trust model assumptions,
business roles have been defined.
They encompass the end-custom-
er and a customer premises
network as well as two types of
ISPs, access ISPs and core ISPs.
Depending on these roles, the
semantics of an SLA is interpreted
and its content may vary. The
business model itself introduces
additionally the role of an e-com-
merce provider, offering services
or goods in general. The business
process as described in the model
consists of four phases, each of
which involving the determined
roles and the utilized communica-
tion protocols. (1) The contracting
phase sets up business conditions

between business partners. (2)
The reservation phase is applied
to IntServ and establishes the
service conditions and follows the
reservation view as stated in
Section 3.4. (3) The service phase
corresponds to the service view
and includes the actual perform-
ing of the negotiated service.
Finally, (4) the clearing phase
contains, dependent on the
payment scheme negotiated, the
payment and the billing process.

3.6 Demonstrators
For enabling high-quality Inter-

net transport by economic incen-

tives for e-commerce scenarios, a

set of charging, accounting, and

management mechanisms for
value-added Internet services are
required. They are in the progress
of being implemented within
CATI or have been finished proto-
typically already. These demon-
strators are based on basic archi-
tectural work and  concept
definitions such as the definition
of an integrated CATI scenario
and architecture for Integrated

Services/Differentiated Services

(IntServ/DiffServ) models in

support of charging, accounting,

and Virtual Private Network

(VPN) management mechanisms

which is complemented by a

security, a trust, and a business

model.

* Design and implementation of
charging and accounting exten-
sions in reservations which are
demonstrated by a sample IP
telephony application and an
adequate graphical user inter-
face. The IP telephony applica-
tion currently utilizes Micro-
soft’s Netmeeting product and
the ITU-T H.323 signalling
protocol in addition. The proto-
typical demonstrator consists of
at least three PCs running NetB-
SD (Linux in the future for
routers) and the Crossbow
IntServ architecture implemen-
tation, where in the case of the
demonstrator two end-systems
are interconnected by a router.
Microsoft’s Netmeeting — an IP
telephony application — is run-
ning on both end-systems and
utilizes an H.323 proxy for
signalling purposes between

them in addition to the extended
interface of RSVP (Resource
Reservation Protocol). During
the IP telephony usage charging
informations are calculated
within the router depending on
its pricing model applied. These
informations are exchanged and
distributed to connected end-
systems and presented through
their graphical user interfaces to
the IP phone user. Therefore, the
user is always aware of the cur-
rent costs of the communication
he has to pay for.

Design and implementation of
VPN service management
based on a hierarchy of brokers
which is demonstrated by a
Web-based VPN configuration
user interface. For all VPN
management tasks, the QoS-
enabled, secure, and Internet-
based VPN management sys-
tem’s design has been imple-
mented currently for a single-
provider case, even though
designed for the multi-provider
case. The current implementa-
tion provides charging and
accounting between customers
and peer providers as well as
automatic service negotiation,
establishment, and maintenance
based on a service configuration
interface for customers. A Web-
based configuration interface
allows for the seamless integra-
tion of underlying technology
such as the generalized Band-
width Broker hierarchy of the
DiffServ  architecture. The
demonstrator utilizes end-sys-
tems interconnected by I0OS-
driven Cisco routers as well as
Linux-based router extensions
for experimentation purposes.
In addition, the transport of
video or audio flows between
subnetworks, utilizing  the
RSVP/DiffServ-Gateway im-
plementation, has been demon-
strated.

Design and simulation of
pricing model behaviors for
dynamic market prices by a
dedicated and specialized im-
plementation of a simulation
program for the newly devel-
oped approach called CHiPS.
CHiPS applies the smart market
paradigm on flow charging and
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solves the problem of synchro-

nization issues of auctions

between multiple ISPs in multi-
provider scenarios.

Design and simulation of (i)

bandwidth broker signalling in

DiffServ networks and of (ii)

Service  Level Agreement

(SLA) trading. First, a set of

detailed signalling simulations

investigate control scenarios for
various inter-broker communi-
cation schemes, e.g., adaptive or
fine-grained notifications.

These simulations determine

the trade-off between establish-

ing end-to-end QoS guarantees
and the control’s scalability.

Secondly, a specialized simula-

tion has been implemented to

study statistical resource guaran-
tees in a DiffServ environment.

Since SLAs include essential

information on inter-provider

service provisioning, they may be
used to describe individual flows
or aggregates. The simulation
includes SLA traders which
operate on flow aggregates,
performing on a slower time-scale
signalling than per-flow signal-
ling. Initial simulation results
show that profit-driven routing
decisions for traffic described by

SLAs can be suitable for DiffServ

core networks.

* Application and development of
an accounting and flow detec-
tion tool. Communication serv-
ice user affiliations have often
expressed their intention to
charge individual users or
organizational units such as
departments or institutes for the
volume of network traffic
generated. So far, the technical
and administrative complexity
involved with this has prevented
them from doing so. Therefore,
tools through which individual
users can inform themselves
about their amount of network
usage have been utilized.
Heuristics have been developed
to aggregate flow accounting
data generated by routers into
categories suitable for charging.

3.7 Key Achievements

The work in CATI and its
proposed solutions is compliant
as far as possible with a number of
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standards and quasi standard
products as mentioned above. The
proof-of-concept for a valid
usage-sensitive pricing scheme as
well as a suitable and efficient
charging and accounting imple-
mentation has been performed by
means of an IP telephony as a
sample application. In particular,
CATT has achieved up to now the
following four key issues, ranging
from important conceptual work
and evaluations, including its doc-
umentation, to  prototypical
implementations:

e Definition of an integrated
CATT scenario and architecture
for IntServ/DiffServ models in
support of charging, account-
ing, and VPN management
mechanisms which is comple-
mented by a security, a trust,
and a business model.
Development and evaluation of
pricing and cost models for the
Internet.

Design and implementation of
charging and accounting exten-
sions in reservations which are
demonstrated by a sample IP
telephony application and a
graphical user interface.

Design and implementation of
VPN  service management
based on a hierarchy of brokers
which is demonstrated by a
Web-based VPN configuration
user interface.

4. Know-how and Technology
Transfer

The IntServ model for the
future Internet has been extended
with charging and accounting
mechanisms by defining new
RSVP objects and performing
first implementation steps. The
close cooperation with the SNF
MicPay project resulted in a
demonstrator for the MicPay
project which includes the trust
model developed for CATI and
MicPay jointly.

Besides  these  important
technological developments, busi-
ness cases are considered as well.
They are concerned with the
basics of packet-based networks,
the Internet in particular, and are
currently focussed on a flow-
based approach of selling com-
munication services. One of the
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major factors allowing the selling
of these services is a set of pricing
models, whose applicability and
changes as well as extensions, in
turn, are part of the CATI project.
These investigations are closely
performed with the CATI project
partner SWITCH, determining an
Internet Service Provider in a uni-
versity-driven market situation.
The architectural discussions of
moving towards a DiffServ-based
Internet environment are of
importance to our industrial
partner IBM. Therefore, the
integration work of IntServ and
DiffServ, its signaling tasks and
mapping problems, SLA topics
and handling mechanisms, and
the integration of charging and
accounting tasks is transferred.
Some upcoming SNF projects,
such as ANAISOFT, INVENT,

and StreamCom, will utilize some
of the solutions developed within
CATI and will combine mobile
agent technology, workflow appli-
cations, and charged VPN servic-
es. Furthermore, a future Europe-
an research project in the 5th
framework program called M3I
exploits the charging-relevant
topics of CATI to allow for the
investigation of market-managed
multi-service Internet mecha-
nisms and scenarios.
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Claude Stricke
Logistics, Economy and Management (LEM), Lausanne

Objective

Managing processes is crucial
for efficient organizations. Group-
ware tools like  Workflow
Management Systems (WFMS)
can provide a support by enabling
explicit design of processes and
automated tracking during execu-
tion. But more and more, process-
es span organizations boundaries,
for instance when services are
outsourced (e.g. development of a
web site or shipping of products).
How to coordinate internal and
external resources in such cases?
How to ensure that the selected
service’s provider will execute his
part of the process in the expected
cost and time and will match the
needed quality?

The goal of ACE-flow proto-
type is to demonstrate that an
electronic market of workflows
can enable such support. Any
companies, industry associations,
trade associations, etc. that would
see their cases demonstrated in
ACE-flow project, can contact the
authors of the project.

Outsourcing of services and
inter-organizational process
management

The outsourced service can be
considered as a sub-part of a
process initiated in the customer’s
organization. This process is
composed of a set of tasks, one of
them being the outsourced
service. The outsourced task will
produce a result that will be used
by the customer’s organization in
order to complete its process.
Thus, the whole process could be
considered as an inter-organiza-
tional workflow that should be
defined and managed in order to
ensure that it produces the desired
level of quality in time and
budget.

Market-based management of
workflows

In order to ensure that the out-
sourced task will meet customer’s
demand, services can be accessed
through an electronic market
managed by a third party. The
customer’s organization can look
up for types of services that corre-
spond to its need and place orders



