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The Capture Effect Power Difference

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

Packet Reception Ratio (PRR)

—e— Sender A
Sender B

e A = = A~ " " "

TS e 50 2 4 6
(RSSx — RSSg) [dB]

8

~ 7 y .



The Capture Effect Packet Timing
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The Capture Effect Packet Timing
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The Capture Effect Packet Timing
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Prior Work: Protocol Layering
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Prior Work: Protocol Layering
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Injecting into Longer Packets

(weaker) long, latency insensitive packet
(stronger) latency sensitive packet
Len Payload
Header
Preamble [sp|Len Payload Cheksum
Header |
72[7100££££00000000b761[7100££££(00112233445566778899aabbccddeeffdb46ffffffffff




Naive Injecting

Success Rate

0%

727100££££22222222d103132299992233445566770011aabbccddeef£889960600ff3ffcfct
727100££££11111111c07202118888112233445566770099aabbccddeeff885757ffffffffff
T27100£££££77777777a6506077eeee7700112233445566££8899%aabbccddee3535fffffffff
727100f££££6666666595475766dddd6677001122334455eef£8899%aabbeccdd2424fffffffff
T2T7T100f££££77777777a6506077eecee7700112233445566ff889%9aabbccddee3535fffffffff
727100ffff£5555555b423f6557¢c0ceb56617d0911223346d829¢58799aab70f1313fffffffff
727100ffff£d4d4444d03703ed4b7874d091£4b33447733f58199¢c3bbecff7b3b35fffffffff
727100fffff66668816209e5b664444162d314e001149002f35775b6329064e02bffffffffff
727100fff£f11111111c07202118888112233445566770099aabbccddeeff885757ffffffffff
727100ffff£fd4d4414d03703ed4b2b74d09112b338452f3596179657bec3ab93b35fffffffff
727100ff££f44444444FFf2535444bbbb4556667700112333cddeeeff8899abb0202ffffffffff
727100fff£f33333333e2142433aaaa3344556677000122bbccddeeff8899%aa71711fffffffff
727100fffffecececeelf9cacee7552eecc88e9aa88£9dd6644006127334455acacfffffffff
727100f£f££dddddddd0fb9fedd8b88ddeff£8d99a8bbfff£8794a5ddecff889bObffffffffff
727100££££22252522b7637£22£33332a644556657667bb12e6664e01604f366d6ffffffffff
727100ff£££66868666219e5b66b7b86550a1d800f 1ee30eed5b7cb8279617eb209fffffffff

727100fff£f6666666695475766dddd6677001122334455eef£8899aabbccdd2424fffffffff
| | | I | |
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Chip Sequences in IEEE 802.15.4

16 ps
Symbol | A \
0.5 s
‘_L\
0 11011001110000110101001000101110
1 11101101100111000011010100100010
X

15 11001001011000000111011110111000



Improving Symbol Alignment

w TelosB clock: 4 MHz, but not stable, |

w Error Sources:

I (O—=—€0 < 0.25 s
¢ Clock synchronization @ (75%)
¢ Transmission timing <0.25 s

¢ Travel time a ° a < 0.033 ps



ImprovedSymbol Alignment

Success Rate

727100££££00000000b7617100££££00112233445566778899%aabbccddeeff4646ffffffffff
727100fffbeUpUk )Ob7617100££££00112233445566778899aabbccddeeff4646ffffffffff
727100fffff4e444442a756c44eceecddeb667ebcOblcf3cc6deef634839a7e60f0fffffFfffff
727100ff££5555555b413f6557e0ee5031dd0911223f66d8795581996abbefd31fffffffffff
727100ff£f£33333333e2142433a2aa3344556677000122bbccddeeff8899aa7171ffffffffff

727100££££f00000000b7617100f££ff00112233445566778899aabbccddeeff4646ffffffffff
727100££££00000000b7617100£££f00112233445566778899aabbccddeeff4646ffffffffff
727100££££00000000b7617100£££f00112233445566778899aabbccddeeff4646ffffffffff

727100ffffd4dededddd42a75fc442eceeddeb6677d00112f3cc6deeff£8899abbb0222f£f5ff9cfc
727100ff£55555555684366555¢cccc5666770011223344deeeff8899aabbeccl313ff66fffff6
727100££££f00000000b7617100f£££f00112233445566778899aabbccddeeff4646ffffffffff
727100ff££5555555b476f6557cccb5661770011223344deeeff8899aabbeccl1313ffffffffff
727100ff££6666666595475766dddd6677001122334455eeff8899aabbccdd2424ffffffffff

727100££££00000000b7617100££££00112233445566778899aabbccddeef f4646¢595¢5565¢c
727100££££00000000b7617100££££00112233445566778899aabbccddeef fAGAGEFffffffEE
707100ff££11111111c07202118888112233445566770099aabbccddecff885757ffEffffEff
797100££££00000000b7617100££££00112233445566778899aabbecddecf fAGAGEFEEFFEEEE
Loy, T27100£ £ c6c6c66ceebbebe66£666ch12263445566¢7 ed3Tdace6edde06678T8E T TEETE]
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Symbol Descrambling

w Repairing Mapping
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Symbol Descrambling

Interpret 4 chips late

00 11 22 33 44 55 66 77 |88 99 aa bb cc dd ee ff
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Symbol Descrambling

Interpret 6 chips late
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Symbols Descrambled

Success Rate

100%

50%

0%

727100££££00000000b7617100££££00112233445566773899%9aabbccddeeff4646ff£fffffff
727100££££00000000b7617100££££00112233445566773899%9aabbccddeeff4646ff£fffffff
727100fffff4e444442a756c44eceecddeb667ebcOblcf3cc6deef634839a7e60f0ffffffffff
727100££££5555555b413£6557e0ee5031dd0911223£66d8795581996abbefd31fffffffffff
727100££££00000000b7617100f£££f00112233445556778899aabbccddeeff4646ffffffffff
727100££££00000000b7617100f£££f00112233445566778899aabbccddeeff4646ffffffffff
727100££££00000000b7617100f£££f00112233445566778899aabbccddeeff4646ffffffffff
727100££££00000000b7617100f£££f00112233445566778899aabbccddeeff4646ffffffffff
727100ffffdededd4442a75fc442eeed44e56677d00112f3ccbdeef££8899abbb0222ff5ff9cfc
727100£££50000000007611000££££01112233445566778999aabbccddeeff4646f£f66£f£f£6
727100££££00000000b7617100££££00112233445566773899aabbccddeeff4646ff£fffffff
727100££££5555555b476£6557cccbb661770011223344deeceff8899aabbeccl313ffffffffff
727100££££6666666595475766dddd6677001122334455eeff8899aabbccdd2424ffffffffff
727100££££00000000b7617100f£f££f00112233445566778899aabbccddeeff4646c595c55bcc
727100££££00000000b7617100f£££f00112233445566778899aabbccddeeff4646ffffffffff
727100££££00000000b7617100f£££f00112233445566778899aabbccddeeff4646ffffffffff
727100££££00000000b7617100f£££f00112233445566778899aabbccddeeff4646ffffffffff
727100ffffc6cb6c66ceebbebc66£666chb12263445566e7e43f4acebcdde0667878TEffffEf 1T
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Overview Packet Injection
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Generalized Result

We can decouple the synchronization header from the payload!
(for a price)

Sender A | Sync Header Len

Sender B Data

Sender C Data




